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Daily Overview

Reuters reports that Libyan state−owned National Oil Corporation said on Friday it had
confirmed its first cargo to the United States in more than 20 years for loading in May.  (See
item 1)

• 

The Associated Press reports that the Federal Deposit Insurance Corp. issued a warning to
banks alerting them that consumers are receiving fraudulent e−mail messages that appear to
have been sent from the FDIC.  (See item 6)

• 

Reuters reports that a Chinese woman suspected to have Severe Acute Respiratory Syndrome
has died and two other people are confirmed to have contracted the virus in a chain of
infection spread from a national research laboratory, the Chinese government said on Friday.
 (See item 17)

• 

DHS/IAIP Update Fast Jump

Production Industries: Energy; Chemical and Hazardous Materials; Defense Industrial Base

Service Industries: Banking and Finance; Transportation ; Postal and Shipping

Sustenance and Health: Agriculture ; Food; Water; Public Health

Federal and State: Government; Emergency Services

IT and Cyber: Information Technology and Telecommunications; Internet Alert Dashboard

Other: General; DHS/IAIP Web Information

Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: Elevated, Cyber: Elevated
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − http://esisac.com]

1. April 23, Reuters — Libya confirms oil cargo to U.S. Libyan state−owned National Oil
Corporation (NOC) said on Friday, April 23, it had confirmed its first cargo to the United States
in more than 20 years for loading in May after Washington lifted many of its economic
sanctions. "We confirmed one cargo to be loaded in May to the States," said Abdullah
Gheblawi, NOC's general manager for international marketing. He said the agreement was with
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a major U.S. oil company for one million barrels of crude but would not name the firm. He said
they were flexible to increase that cargo to two million barrels if needed. He said NOC was
reviewing other requests. Among a host of actions, the White House said Bush had scrapped
a rule that allowed the president to punish non−U.S. firms that invest more than $20
million a year in Libya's energy sector; allowed the resumption of most commercial
activities, financial transactions and investments; and permitted U.S. companies to buy or
invest in Libyan oil and products and allowed U.S. commercial banks and other financial
service providers to finance these transactions.
Source: http://biz.yahoo.com/rb/040423/energy_libya_sanctions_5.html

2. April 23, Reuters — Coal trains crawl along, sidetracking shipments. Coal producers are
enjoying a revival, with power companies increasing their consumption of the fuel to
generate electricity, but one issue is fast becoming a thorn in their sides. Coal companies
are seeing deliveries to their customers delayed, slowing sales, as train operators face
service problems and derailments. A recovering economy has boosted demand for rail
service, putting pressure on the industry. "Perhaps our biggest concern during the remainder of
the year is rail service," Arch Coal Inc. Chief Executive Steven Leer said on Wednesday, April
21. Arch Coal, the second biggest U.S. coal producer, has so far dealt with the nagging problem
of getting its shipments to power plants, Leer said, but if the bottlenecks persist, it "is
something that could affect operations moving forward." Peabody Energy Corp. Chief
Executive Irl Engelhardt told analysts earlier this week that there have been "an unusual
number of derailments" out West. The rail companies are moving to address the situation, with
Union Pacific planning to add 4,200 jobs this year, the company's spokesperson said. Coal
CEOs trust the rail operators can iron out the wrinkles, and are keeping a watchful eye on the
railroads.
Source: http://biz.yahoo.com/rm/040423/energy_coal_deliveries_1.html

[Return to top]

Chemical Industry and Hazardous Materials Sector

3. April 25, Associated Press — Plant explosion kills four, injures eight. An explosion at a
plastics manufacturing plant in Illiopolis, IL, killed four workers and critically injured two
others. Six other workers suffered less serious injuries in the blast, which demolished 50
percent to 75 percent of the Formosa Plastics plant and rattled the windows and walls of houses
well over a mile away on Friday, April 23. Workers were mixing vinyl chloride and vinyl
acetate when an explosion occurred. Illiopolis' roughly 1,000 residents were evacuated
after the explosion because of hazardous fumes created by burning chemicals. Plant
manager Roe Vadas said the cause of the explosion was unknown. The plant employs about
135 workers and makes PVC resins that are used in vinyl flooring, traffic cones and carpet
backing, said Rob Thibault, a spokesman for the plant. A 20−mile section of I−72 was closed
for about six hours after the explosion, said Patti Thompson, a spokeswoman with the Illinois
Emergency Management Agency.
Source: http://www.indystar.com/articles/3/141139−8653−010.html

[Return to top]
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Defense Industrial Base Sector

4. April 23, Army News Service — Army creates liquid armor. Liquid armor for Kevlar vests
is one of the newest technologies being developed at the U.S. Army Research Laboratory
at Aberdeen Proving Grounds, MD, to save soldiers' lives. This type of body armor is light
and flexible, which allows soldiers to be more mobile and won't hinder an individual from
running or aiming his weapon. The key component of liquid armor is a shear thickening fluid.
The fluid is composed of hard particles suspended in a liquid. The liquid, polyethylene glycol,
is non−toxic, and can withstand a wide range of temperatures. Hard, nano−particles of silica are
the other components of the shear thickening fluid. This combination of flowable and hard
components results in a material with unusual properties. "The goal of the technology is to
create a new material that is low cost and lightweight which offers equivalent or superior
ballistic properties as compared to current Kevlar fabric, but has more flexibility and less
thickness," said Dr. Eric Wetzel, a mechanical engineer from the Weapons and Materials
Research Directorate who heads the project team. "This technology has a lot of potential."
Liquid armor is still undergoing laboratory tests.
Source: http://www.dcmilitary.com/army/pentagram/9_17/national_news/ 28729−1.html

5. April 23, General Accounting Office — GAO−04−409: Missile Defense: Actions Are Needed
to Enhance Testing and Accountability (Report). The Department of Defense (DoD) has
treated ballistic missile defense as a priority since the mid−1980s and has invested tens of
billions of dollars to research and develop such capabilities. In 2002 two key events
transformed DoD's approach in this area: (1) the Secretary of Defense consolidated existing
missile defense elements into a single acquisition program and placed them under the
management of the Missile Defense Agency (MDA) and (2) the President directed MDA to
begin fielding an initial configuration, or block, of missile defense capabilities in 2004. MDA
estimates it will need $53 billion between fiscal years 2004 and 2009 to continue the
development, fielding, and evolution of ballistic missile defenses. To fulfill a congressional
mandate, the General Accounting Office (GAO) assessed the extent to which MDA
achieved program goals in fiscal year 2003. While conducting this review, GAO also
observed shortcomings in how MDA defines its goals. GAO recommends that DoD carry out
independent, operationally realistic testing of each block being fielded. GAO also recommends
that MDA set cost, schedule, and performance baselines for each block being fielded.
Highlights: http://www.gao.gov/highlights/d04409high.pdf
Source: http://www.gao.gov/cgi−bin/getrpt?GAO−04−409

[Return to top]

Banking and Finance Sector

6. April 23, Associated Press — FDIC warns banks about fraudulent e−mails. The Federal
Deposit Insurance Corp. (FDIC) issued a warning to banks alerting them that consumers are
receiving fraudulent e−mail messages that appear to have been sent from the FDIC. The scam is
the third one this year in which e−mails were sent to consumers that appeared to be from the
FDIC, but weren't actually sent by the bank regulator. In the most recent case, the fraudulent
e−mail claims the FDIC has collaborated with credit card providers to provide a new service for
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those who want to secure their credit cards against fraud and participate in a secure online
transaction network, the FDIC said. The e−mail claims that by clicking on the embedded
link, the recipient can get a free trial membership that provides coupons for discounts at
some of the more popular online retail outlets. "The e−mail was not sent by the FDIC and
may be a fraudulent attempt to obtain personal information from consumers or to implant a
computer virus onto the recipient's computer," the FDIC said.
Source: http://www.nytimes.com/aponline/business/AP−FDIC−Email−Warni ng.html

7. April 23, Associated Press — Hawaiian banks agree to merger. Directors of the parent
companies of Central Pacific Bank and City Bank announced Friday, April 23, that they
have approved a merger agreement. An announcement by the Central Pacific Financial Corp.
said the agreement calls for Central Pacific to acquire all of City Bank's outstanding shares for
cash and stock valued at $91.83 per share. This is 26 percent above City Bank's closing price on
Thursday, April 22. City Bank had been fighting the merger for more than a year. A merger
agreement was reached after Central Pacific sweetened its offer and agreed to give City Bank
executives positions in the merged bank. It still must be approved by shareholders of both
companies. The merged institution will retain the name Central Pacific Bank. The merger
will create a $4 billion bank focused on bringing a broader range of products and services to
small and mid−sized businesses and retail customers, the announcement said. The
announcement said the merger is expected to close in the third quarter of this year.
Source: http://www.washingtonpost.com/wp−dyn/articles/A36939−2004Apr 23.html

[Return to top]

Transportation Sector

8. April 22, General Accounting Office — GAO−04−505T: Aviation Security: Private
Screening Contractors Have Little Flexibility to Implement Innovative Approaches
(Testimony). The terrorist attacks of September 11, 2001, resulted in fundamental changes in
the way the United States screens airport passengers and their property. One of the most
significant changes was the shift from using private screeners to using federal screeners at all
but five commercial airports in the United States. These five airports are part of a pilot
program, where private screeners perform screening functions. The mission of the Private
Screening Pilot Program, as defined by the Transportation Security Administration (TSA), is to
test the effectiveness of increased operational flexibility at the airport level that contractors may
provide. General Accounting Office (GAO) was asked to describe (1) the challenges and
limitations of the private screening pilot program, (2) the operational flexibilities TSA has
provided to the private screening companies, and (3) the performance of private and
federal screeners in detecting threat objects. GAO also has several ongoing reviews related
to the issues addressed in this testimony, and will issue separate reports related to these areas at
later dates. Highlights: http://www.gao.gov/highlights/d04505thigh.pdf
Source: http://www.gao.gov/cgi−bin/getrpt?GAO−04−505T

9. April 22, Washington Post — FAA orders cut in two airlines' O'Hare flights. The The
Federal Aviation Administration (FAA) on Wednesday, April 21, ordered American and
United airlines to reschedule or eliminate 2.5 percent of their flights at Chicago's O'Hare
International Airport this summer in an effort to curb delays as air traffic shows signs of
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rebounding to levels not seen in years. The FAA order requires American and United to shift
or cut 29 takeoffs or landings between the hours of 1 p.m. and 8 p.m. from June 10 through
October 30 this year. Most of the flights affected by the order will be rescheduled to other times
of the day, but three American flights and four United flights will be eliminated. The combined
cutbacks amount to 91 takeoffs and landings daily for the nation's largest airlines, which
together account for 88 percent of O'Hare's traffic. Historically, O'Hare has been delay−prone
because its busy operations are often affected by bad weather, and airlines complain that its
runway configuration limits capacity. Delays at O'Hare can cripple significant parts of the
rest of the nation's air traffic system because it is a primary connecting hub for both
United and American.
Source: http://www.washingtonpost.com/wp−dyn/articles/A32640−2004Apr 21.html

[Return to top]

Postal and Shipping Sector

10.April 23, DM News — Potter: No postal crisis yet. The U.S. Postal Service is doing so well
managing its costs and keeping service at record levels that it's not in a crisis right now. This
creates a problem when it comes to postal reform legislation, postmaster general John E. Potter
told attendees at the Direct Marketing Association's Government Affairs Conference. But a big
reason for the positive trends, he said, involves legislative change. "You all know that
adjustments made to our payments for Civil Service retirement has helped us to the tune of
about $3.2 billion a year," he said. "It takes a lot of uncertainty out of the future for us when it
comes to what we might have to do from a rate perspective." Without the $3 billion, Potter said,
rates likely would increase 5.4 percent on top of the amount needed to cover increased costs. As
for postal reform, Potter said the USPS' priorities include more flexible pricing; the
flexibility to change infrastructure; and to change collective bargaining so that everything
is on the table in its negotiation with its workforce.
Source: http://www.dmnews.com/cgi−bin/artprevbot.cgi?article_id=2725 7

11.April 23, in−sourced.com — RFID to be used to track global post systems. An electronic
watchdog system will soon take a bite out of slow international mail. A U.S. business
consulting service is working with International Post Corporation, (IPC), a cooperative
association of 23 national Postal operators from major countries. Together, they’ll set up and
manage UNEX, an Internet−based quality measurement system of postal service around the
world. The consulting service will constantly track and measure the quality of mail delivery
worldwide and provide IPC with frequent reports on whether 36 countries in Europe, North
America and Asia/Pacific are delivering the mail on time. The reports will help postal operators
react quickly if the service does not live up to international standards. Key to the project is
radio frequency identification (RFID) technology. RFID uses small transponders that
communicate to electronic receivers via radio waves. The postal tracking project will send
more than a 500,000 letters among 36 countries each year. Most of those test letters will
carry an RFID device that will automatically register the letter’s location within postal
systems. That will allow IPC to determine precisely how long a letter is in its country of origin,
in the recipient country and in transit between two countries. It also allows postal systems to
identify and overhaul any bottlenecks.
Source: http://www.in−sourced.com/article/articleview/1657/1/1/
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[Return to top]

Agriculture Sector

12.April 25, Associated Press — Cattle testing. The U.S. Department of Agriculture (USDA)
will begin a voluntary mad cow testing effort in June to determine whether the U.S. has
any infected cattle. The first reported U.S. mad cow case was found last December in
Washington state. Industry experts say many farmers and ranchers will be hesitant to have
cattle checked for fear one could test positive. The USDA plans to test 200,000 to 270,000
high−risk cattle nationwide over a 12−month period. The testing will target older animals
that are ill, lame, or have died on the farm. The USDA has set varying targets for each state,
depending on estimated number of high−risk cattle. By testing 201,000 animals, the
department will get an estimate that is 10 times as accurate as previous efforts.
Researchers would be 95 percent confident of finding one infected animal in every 10
million cattle. Testing 268,500 would yield a 99 percent confidence level. There are about 100
million cattle in U.S. herds. Last year, the USDA tested about 20,000 cattle, enough to find one
infected cow in every 1 million head. The USDA also plans to test 20,000 healthy cattle that are
at least 30 months of age. The tests will be done using rapid sampling kits now used in Japan
and Europe.
Source: http://www.qctimes.com/internal.php?story_id=1027361&l=1&t=I
owa+%2F+Illinois&c=24,1027361

13.April 24, Associated Press — Discovery of banana disease may be too late. Hawaii
agriculture officials say a banana virus found on the Big Island has spread too far to be
eradicated. The banana bunchy top virus was found on a Keaau banana farm and
reported to the state last week. Larry Nakahara of the Hawaii Department of Agriculture's
Plant Pest Control Branch says surveys indicate the virus may have infected plants at the Keaau
Banana Plantation for a year or more. Nakahara says state officials are now trying to keep it
from spreading. The Big Island's eastern coast is the heart of Hawaii's $8.4 million banana
industry.
Source: http://www.kpua.net/news.php?id=1921

14.April 23, American Phytopathological Society — Disease threatens vine crops. Plant
pathologists with the American Phytopathological Society (APS) are reporting a
significant increase in the occurrence of Phytophthora blight of vine crops, including
cucumbers, pumpkins, and squash, in many vegetable−growing regions of the United
States. This devastating disease, caused by a soilborne pathogen called Phytophthora
capsici, often results in nearly total yield loss. According to Mohammad Babadoost, a plant
pathology professor at the University of Illinois, Phytophthora blight has become one of the
most serious threats to production of vine crops, or cucurbits, both in the U.S. and worldwide.
"Recent outbreaks of Phytophthora blight have threatened pumpkin and other cucurbit
industries in Illinois, where approximately 90 percent of processing pumpkins produced in the
U.S. are grown," said Babadoost. "Because of heavy crop losses, growers often have to
abandon their own farms and move into different areas, sometimes traveling more than 50
miles, to find fields not infested with Phytophthora capsici," said Babadoost. Currently, there
are no cucurbit cultivars with measurable resistance to Phytophthora blight.
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Source: http://www.eurekalert.org/pub_releases/2004−04/aps−dtc042304 .php

[Return to top]

Food Sector

15.April 22, Oster Dow Jones Commodity News — USDA opens new biosafety testing facility.
Agriculture Secretary Ann Veneman has announced the opening of a new $1.65 million
Food Safety and Inspection Service (FSIS) Biosafety Level 3 facility in Athens, GA, to
analyze a wide range of potential biological threat agents. The lab is intended to enhance
homeland security and protect consumers by expanding the U.S. surveillance system and
expanding the ability to respond quickly to unforeseen events, the U.S. Department of
Agriculture (USDA) said. "FSIS has been testing for a variety of threat agents as part of its
extensive microbiological sampling program to combat foodborne illness," said USDA
Undersecretary for Food Safety Elsa Murano in the release. "This facility creates the capacity to
test for additional substances and to test in higher volumes when necessary." Funding for the
new laboratory was provided in the Public Health Security and Bioterrorism Preparedness and
Response Act of 2002.
Source: http://www.agprofessional.com/show_story.php?id=24671

16.April 22, U.S. Department of Agriculture — U.S. and China agree to further cooperation on
food safety. Agriculture Secretary Ann M. Veneman and Li Changjiang, China’s Minister
for the General Administration of Quality Supervision, Inspection and Quarantine,
agreed to establish a consultative mechanism on food safety and animal and plant health
issues. "China is an increasingly important market for U.S. food and agricultural products," said
Veneman. "The value of agricultural exports to China have nearly tripled in the past two years.
China now takes nearly ten percent of total U.S. food and agricultural exports." The agreement
is the first step in a process that will strengthen technical cooperation and exchanges in the
fields of food safety and animal and plant health. The U.S. and China will exchange
information on laws and regulations and identify issues of mutual interest and work to
address them. There will also be personnel exchanges at the technical level, seminars and
training, and cooperative research on common problems.
Source: http://www.usda.gov/Newsroom/0162.04.html

[Return to top]

Water Sector

Nothing to report.
[Return to top]

Public Health Sector

17.April 23, Reuters — China on SARS Alert. A Chinese woman suspected to have Severe
Acute Respiratory Syndrome (SARS) has died and two other people are confirmed to
have contracted the virus in a chain of infection spread from a national research
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laboratory, the Chinese government said on Friday, April 23. It was the first reported death
from SARS since a deadly outbreak last year claimed hundreds of lives worldwide. China, the
country worst hit by SARS, set up emergency controls as it confirmed two other people were
confirmed to have contracted the disease. Hong Kong, which was also badly hit last year,
raised its alert level. The local government said in a statement it had sent extra staff to the
airport and the city's railway station that receives through−trains from China to spot ill
people. China's health ministry said a woman died, apparently of SARS, on April 19 after
taking care of her daughter, a 26−year−old medical student who studied for two weeks in a
disease control laboratory in Beijing before returning home ill to the eastern province of Anhui.
The daughter is one of the two patients confirmed to have contracted by the disease. The other
confirmed patient, a 20−year−old nurse at a Beijing hospital, had treated the medical student.
Source: http://www.reuters.com/newsArticle.jhtml?type=healthNews&sto ryID=4922298

18.April 23, Harvard Crimson — Study scrutinizes airborne disease. Harvard School of Public
Health (SPH) Lecturer on Occupational and Environmental Health Donald Milton wrote and
Chad Roy of the U.S. Army Medical Research Institute of Infectious Diseases have written an
article calling for a reconsideration of the way in which doctors understand the relationship
between infectious disease and airborne transmission. The traditional understanding has
classified diseases as either airborne infections or not airborne infections at all. Milton
and Roy proposed a three−tiered classification system for aerosol−transmitted infections.
In this system, potentially airborne diseases are either obligate, preferential, or opportunistic.
An obligate airborne disease is one that only infects people via aerosol. Preferential airborne
diseases can be transmitted in other ways, but spread primarily through aerosol. The
opportunistic category includes diseases that generally infect people through other means, but
may be transmitted through the lungs as well. The clinical implications of airborne
transmission are particularly important for infection control in hospitals and in public
indoor settings such as airplanes and schools, Milton and Roy wrote in the article.
Source: http://www.thecrimson.com/article.aspx?ref=501317

19.April 23, Agricultural Research Service — USDA−DoD research initiative. The U.S.
Department of Agriculture (USDA) and the U.S. Department of Defense (DoD) Friday, April
23, announced a $15−million, 5−year research program designed to develop new technologies
to protect U.S. soldiers. The initiative, the Deployed War Fighter Protection Research
Program, will fund research programs at the Agricultural Research Service (ARS),
USDA's chief in−house scientific research agency, to develop novel methods to protect
U.S. armed forces from insects that spread dangerous diseases. Historically, more troops
sent into battle are taken out of action by insect−borne diseases than are injured in combat,
according to DoD. "The program is designed to encourage the rapid development of
products that control vector−borne diseases, and for USDA to continue using its expertise
to support military preventive medicine," said ARS Acting Administrator Edward B.
Knipling.
Source: http://www.ars.usda.gov/News/docs.htm?docid=1261

20.April 22, Infectious Diseases Society of America — Skin infections shed light on bacterial
resistance. Risk factors for infection by community−onset methicillin−resistant
Staphylococcus aureus (MRSA) have to date been poorly understood by public health officials
and other scientists. To address this issue, Thomas Hennessy and colleagues at the U.S. Centers
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for Disease Control and Prevention and other institutions investigated a 1999 outbreak of
furunculosis in rural southwestern Alaska. The researchers conducted a case−control study in
one village located in the region of the outbreak. They identified 34 persons with a
laboratory−confirmed skin infection caused by community−onset MRSA, and 94 persons with
no history of skin infection in the previous year who were the study "controls." They found that
persons with MRSA skin infections had received significantly more courses of antibiotics
in the year before the outbreak than had the controls. The researchers believe their
findings on risk factors for MRSA infections may be generalized to other parts of the U.S.
and the world where incidence of community−onset MRSA is increasing, and highlight the
ongoing challenge of antibiotic−resistant pathogens to public health.
Source: http://www.eurekalert.org/pubnews.php

[Return to top]

Government Sector

21.April 23, Department of Homeland Security — DHS establishes its first government think
tank. The U.S. Department of Homeland Security's Science and Technology Directorate
on Friday, April 23, announced that Analytic Services Incorporated (ANSER) has been
selected to operate the Homeland Security Institute, which is the Department's first
Federally Funded Research and Development Center (FFRDC). The Institute will provide
independent analysis on a variety of issues related to securing the homeland. This FFRDC will
particularly focus on those matters involving policy and security where scientific,
technical, and analytical expertise is required such as those in the extremely complex
threat and vulnerability assessment areas. The Institute will operate at the highest levels of
classification as they conduct a variety of studies that could range from a 30−day analysis to a
rigorous long−range study of 12 months or more. The Institute will play a key role in providing
critical analysis and decision support, and assessing, analyzing, and mitigating homeland
security threats, vulnerabilities, and risks. The full spectrum of analyses includes operational
assessments, systems evaluations, technology assessments, and resources and support analyses
will reflect an integrated systems approach aimed at helping Homeland Security set priorities
and guide investments.
Source: http://www.dhs.gov/dhspublic/display?content=3509

[Return to top]

Emergency Services Sector

22.April 23, KCBD (Texas) — Texas Tech researchers prepare for terrorist attacks. For the
past two years, Texas Tech researchers have worked to develop a Texas Emergency
Analysis and Response program (TEARP). It's a state of the art computer system that
uses satellite imagery to pinpoint any kind of terrorist attack or crisis. "We responded by
taking satellite imagery and meteorological information integrating it with particle
dispersion. Modeling integrating that with hazard and threat assessment information like how
hazardous hydrogen sulfide is to people," said TEARP director Steven Presley. An important
part of the system is tracking where and how quickly this toxic plume spreads. "You rely on
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meteorological data and then the model is based on turbulent flow which is that the cloud will
spread as it goes further the cloud spreads further and how fast it spreads depends on wind
speeds and atmospheric conditions," said Jeremy Leggoe, a Texas Tech University Chemical
Engineering Professor.
Source: http://www.kcbd.com/Global/story.asp?S=1808151

23.April 23, Globe and Mail (Canada) — National security policy to broaden strategy. The
Canadian government intends to press forward with two major initiatives with the United
States, a new "smart−border" strategy and closer alignment of maritime anti−terrorism
efforts, as part of a new national security policy to be released Tuesday, April 27.
Government sources say that the national strategy, valued at more than $500−million, will go
beyond the fight against terrorism to include improving the country's broad emergency
preparedness. Ottawa will suggest that it work more closely with the provincial and
territorial governments in preparing to combat natural disasters. Numerous reports have
found such co−ordination lacking, conclusions brought home last year during the power
blackout in Ontario and along the U.S. Eastern Seaboard.
Source: http://www.theglobeandmail.com/servlet/ArticleNews/TPStory/L
AC/20040423/SECUR23/TPNational/TopStories

[Return to top]

Information Technology and Telecommunications Sector

24.April 23, SearchSecurity.com — Netsky−Z picks on education this time. Three education
portals remain the focus of the latest Netsky variant, which targets the sites for a distributed
denial−of−service attack in early May. Anti−virus experts are baffled as to why the three sites,
located in Florida, Switzerland and Germany, have the ire of the worm writer. Netsky,
meanwhile, extends its reign as the most prevalent malicious code of 2004. This is the 26th
variant. If executed, the worm installs itself in the Windows directory as JAMMER2ND.EXE,
according to Network Associates. It also begins harvesting e−mail addresses from the
victim's machine to send itself out via its SMTP engine. The worm spoofs the sender's
address as it propagates. It also opens a listening port on TCP 665, according to Sophos.
Finally, the worm is set to launch a DDoS attack between May 2 and May 5 on educa.ch,
medinfo.ufl.edu and nibis.de, which were also targeted by three previous Netsky worms.
Source: http://searchsecurity.techtarget.com/originalContent/0,28914
2,sid14_gci961097,00.html

25.April 23, internetnews.com — 'Osama Captured' e−mail is malicious trojan. Those "Osama
Bin Laden Captured" e−mails hammering your in−box today will attempt to download a Trojan
if the embedded URL is clicked, anti−virus experts warned Friday, April 23. Panda Software
said the URL embedded in the e−mail directs users to what appears to be an advertising
page before exploiting a known security vulnerability in Microsoft's Internet Explorer
(IE) browser to download the trojan. If the link is activated via IE, the browser
auto−executes a file called "EXPLOIT.EXE" and downloads an executable trojan, identified as
"Trj/Small.B." The "Small.B" trojan opens ports on an infected machine and can be used
to hijack PCs for use as spam zombies. The trojan has the ability to listen on the open port for
instructions and redirects traffic to other IP addresses.
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Source: http://www.internetnews.com/ent−news/article.php/3344641

26.April 23, Associated Press — Network Associates to change name to McAfee. Computer
security firm Network Associates Inc. will sell its network software division and rename
itself McAfee Inc. to focus solely on security products and services, the company said
Thursday, April 22. The company said it plans to sell its Sniffer product line to Silver Lake
Partners and Texas Pacific Group for $275 million in cash. The two private equity firms intend
to form a stand−alone entity named Network General Corp. to continue developing and selling
Sniffer, which is network management software. The division sale will move about 450 to 500
employees to Network General. After the close of that transaction, expected by early in the
third quarter, Network Associates will change its name to McAfee, its line of security and
anti−virus products that accounts for about three−quarters of its sales. Network Associates also
said it plans to reduce costs and increase profits to hit a 25% operating margin by mid−2005.
The Sniffer sale will reduce the company's revenues by about $200 million in 2004, the
company said.
Source: http://www.usatoday.com/tech/techinvestor/techcorporatenews/
2004−04−23−call−them−mcafee_x.htm

27.April 22, ZDNet (Australia) — Yahoo corrects email flaw. Yahoo has fixed a bug in its
Web−based email system that would have allowed attackers to seize control of users'
email accounts. The security flaw, discovered by eEye Digital Security's Drew Copley,
allowed attackers to by−pass the Web−mail system's Javascript filters. Any message exceeding
approximately 100kb in length would not be analyzed by the filter, which is meant to strip
messages of any potentially malicious Javascript. In effect, this enabled attackers to take control
of a user's account by sending them a specially crafted email. Copley said it would be possible
to use the flaw to capture the username and password of a Yahoo account holder. "You can
change the page that they're looking at. You can get all their contact information. You can do
anything that a user would do on the page," he said. This works by using Javascript to load a
window that prompts the user to log in to the service again. However, when the user name
and password are entered, they is sent to the attacker, not to Yahoo. It works somewhat
like a phishing scam, Copley said.
Source: http://news.zdnet.co.uk/communications/networks/0,39020345,3 9152679,00.htm

28.April 22, CNET News.com — Expert: Gaps still pain Bluetooth security. The latest
specification of Bluetooth, a popular short−range wireless technology, has left serious security
issues unfixed, according to a wireless researcher. The glitch in the Bluetooth 1.2 technology is
related to how it deals with the personal identification number (PIN) that's used to protect data,
Ollie Whitehouse, a researcher for digital security firm @Stake, said at the CanSecWest
security conference in Vancouver, British Columbia, on Wednesday, April 21. An analysis of
the specification has shown that the identifier can be broken, according to Whitehouse. This
can be done using specialized hardware to capture certain data transferred between
Bluetooth−enabled devices when they first contact each other. Once the information is
collected, an eavesdropper could listen to cell phone calls, grab personal information as it
is synchronized with a computer or counterfeit signals from one device to the other.
Nokia, one manufacturer whose phones could be affected by a Bluestumbling attack,
announced on Thursday that it would provide an update to solve that issue. @Stake has
recommended that traders working for financial companies should not use Bluetooth
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headsets on the floors of stock exchanges. Fortunately, to launch an attack using the flaw
exposed Wednesday is not simple and can be expensive.
Source: http://zdnet.com.com/2100−1105_2−5197200.html

Internet Alert Dashboard

Current Alert Levels

AlertCon: 3 out of 4
https://gtoc.iss.net Security Focus ThreatCon: 2 out of 4

http://analyzer.securityfocus.com/

Current Virus and Port Attacks

Virus: #1 Virus in the United States: HTML_NETSKY.P
Source: http://wtc.trendmicro.com/wtc/wmap.html, Trend World Micro Virus Tracking Center
[Infected Computers, North America, Past 24 hours, #1 in United States]

Top 10
Target
Ports

135 (epmap), 445 (microsoft−ds), 137 (netbios−ns), 80 (www), 139
(netbios−ssn), 1433 (ms−sql−s), 1434 (ms−sql−m), 3127 (mydoom),
2745 (urbisnet), 1025 (blackjack)
Source: http://isc.incidents.org/top10.html; Internet Storm Center

[Return to top]

General Sector

29.April 25, Agence france Presse — Philippines arrests four alleged JI operatives. The
Philippines has arrested four suspected operatives of the Jemaah Islamiah (JI) terror
network and foiled major bomb attacks being plotted by the group, President Gloria
Arroyo said. The four, Sammy Abdulgani, Montaser Esmael, Datu Puti Ungka and Badrodin
Dalungan, were arrested on Friday, April 23, after a month of eluding security forces in the
south, Arroyo said. Various "components to make high−grade explosive bombs" were
found on them, she said. "I was informed that this group is directly being financed and
supervised by a top Jemaah Islamiah personality," Arroyo said. "They were also involved in
several foiled attempts to bomb different targets in Mindanao." JI has been linked to Osama
bin Laden's al Qaeda group and blamed for a string of deadly attacks in the region,
including the bombings in Bali, Indonesia in 2002 that killed more than 200 people.
Arroyo said the four had confessed during interrogation that they were involved in a car bomb
attack on an airport in the south in February last year and a sports gymnasium this year that left
six dead and 39 wounded.
Source: http://www.abc.net.au/news/newsitems/s1094503.htm

[Return to top]
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DHS/IAIP Products &Contact Information

The Department of Homeland Security's Information Analysis and Infrastructure Protection (IAIP) serves as a national critical
infrastructure threat assessment, warning, vulnerability entity. The IAIP provides a range of bulletins and advisories of interest to
information system security and professionals and those involved in protecting public and private infrastructures. By visiting the
IAIP web−site (http://www.nipc.gov), one can quickly access any of the following DHS/IAIP products:

DHS/IAIP Warnings − DHS/IAIP Assessements, Advisories, and Alerts: DHS/IAIP produces three
levels of infrastructure warnings. Collectively, these threat warning products will be based on
material that is significant, credible, timely, and that address cyber and/or infrastructure dimensions
with possibly significant impact.

DHS/IAIP Publications − DHS/IAIP Daily Reports, CyberNotes, Information Bulletins, and other
publications

DHS/IAIP Daily Reports Archive − Access past DHS/IAIP Daily Open Source Infrastructure
Reports

DHS/IAIP Daily Open Source Infrastructure Report Contact Information

Content and Suggestions:
dhsdailyreport@mail.dhs.osis.gov or contact the DHS/IAIP Daily
Report Team at (703) 883−3644.

Subscription and Distribution Information:
Send mail to dhsdailyreport@mail.dhs.osis.gov or contact the
DHS/IAIP Daily Report Team at (703) 883−3644 for more
information.

Contact DHS/IAIP

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@dhs.gov or (202) 282−9201.

To report cyber infrastructure incidents or to request information, please contact US−CERT at info@us−cert.gov or
visit their Web page at www.uscert.gov.

DHS/IAIP Disclaimer
 The DHS/IAIP Daily Open Source Infrastructure Report is a daily [Monday through Friday] summary and assessment
of open−source published information concerning significant critical infrastructure issues. This is an internal DHS/IAIP
tool intended to serve the informational needs of DHS/IAIP personnel and other interested staff. Further reproduction or
redistribution for private use or gain is subject to original copyright restrictions of the content. The IAIP provides no
warranty of ownership of the copyright, or of accuracy in respect of the original source material.
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